Governance, Risk &
Compliance (GRC)
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Cybersecurity




1. EIZArNQrH

To Kévtpo Empdpdwong kat Awa Biou Mabnong (K.E.ALLBI.M.) tou EBvikou kat Karmodiotplakol
Naveruotnpiov ABnvwv (E.K.M.A.) cac kolwoopilel oto MMpoypoppa SUMMANPWHATIKAG &€
Anootdoewg EKmaibeuong Kal CUYKEKPLUEVA OTO TIPOYPAUMA ETAYYEAUATIKAG EMUOPPWONG Kol
Kataptiong pe titho «Governance, Risk & Compliance (GRC) Leadership in Cybersecurity».

H avaykn ocuvexoUg emipopdwon Kat motonoinong emayyeApatikwy deflotitwv odnynoe to
Npoypappa ZupmAnpwpotikig € Amootdosws Exknaidevong (E-Learning) tou E.K.M.A. oto
oxeSlOOUO TWV TIPWTOTIOPLOKWY aUTWV [Mpoypappdtwy EmayyeApatikng Empopdwong kat
Kataptiong, pe yvwuova tn dtaoclvdeon tng 0swpnTIKAG KE TNV TTPAKTIKI YVWON, OVOITTUGCOVTOG
Kuplwg, TNV edapUOCHEVN SLACTACT TWV EMLOTNHWY OTA AVTIOTOLYO ETTAYYEAUOTIKA TtediaL.

3TN OUVEXELA, OOC TAPOUGCLATOUME QVOAUTIKA TO TPOYPOLUA OMOUSWVY Yl TO TIPOYPAUU
EMAYYEALLATIKAG EMLUOPpPWONG KOl KATtdpTong: «Governance, Risk & Compliance (GRC) Leadership
in Cybersecurity», TIG TpoUMOBETELC CUMETOXNG 00C OE AUTO, KOBWGE KO OAEG TLG AETTTOUEPELEG TIOU

TUOTEVUOULLE OTL ELVAL XPIOLUEG, YL VAL EXETE L0 OAOKANPWEVN EKOVO TOU TIPOYPALOTOC,.

2. ZKONOzZ TOY NPOrPAMMATOZ

JKOTIOG TOU TIPOYPAUMUATOC ELVAL N CUGTAUATLKA EKMALSEUCN TWV CUMUHETEXOVTWV/OUCWY OTL
apXEG, Ta mMAaiola Kal TIG TPAKTIKEG TNG SdlakuBEpvnong, tng Staxeiplong kwdlvou Kal tng
KQVOVLOTIKNG CUMUOPPWONG oTov ToHEa TG KuPBepvoaodatelag, He Epudoon otn oTPATNYLKA
dlaotaon kal otov polo NG nyeciag. To TPOYPOUMA ETISLWKEL va HETAPEPEL TNV
KuBepvoaoddlela and To NMIMESO TNG AWTOOTIOCUATIKAG TEXVLIKIG AVILLETWTLONG OTO eMinedo
TOU OAOKANPWHEVOU Opyovwaolakol oxeblaopol Kal tng TEKUNPLWHEVNE AP N anoddoswv.

ElbikoTepa, oL ekmaldevopevol/eg Ba e€okelwBolv pe ta Sebvr mpotuma Slaxelplong Kat to
kaBlepwpéva mhaiola GRC, omwg ta I1SO kat to COBIT, kaOwg KoL LE TO CUYXPOVO EUPWIIOIKO
KQVOVLOTIKO TteptBallov mou dlapopdwvetal and pubuicslg énwg o GDPR, n NIS2 kot o DORA.
ATIWTEPOG OKOTIOG TOU TIPOYPAUMOTOG €lval n avamtuén tng wKovotntog oxedlaopol Kal
ebappoyng moAltikwy aoddalelag, afloAdynong Kol Lepdpxnong Kwduvwv, opyavwong
pUNXavIopwy eAEyXou Kat urtoothpléng dtadikaowwy auditing kat cuppopdwong. NapaAinia, To
TPOYpappa  €TISLWKEL va  KOAALEPYAOEL Mo odalpk ovtiAndn TG 0pYyavWOLOKAG
avOektikotnTag, cuvdéovtag tn Slaxeiplon KwdUVOU HE TNV ETLXELPNOLOKN CUVEXELX, TNV
OVTLUETWTILON TEPLOTOTIKWY Kol T ouvexy PBeAtiwon. ISwaitepn éudaon Sivetal otnv
KaAALEpyeLla kouAtoUpag acharelag, deovtoloyiag kat dtadavelag, KaBwE Kal 0TV avantuén

NYETIKWY LKAVOTATWY TIOU ETUTPEMOUV OTOUG/OTLG CUMMETEXOVTEG/OUOEG VO AELTOUPYOUV WG
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dopelc aAlayng evidC TWV OPYQVIOUWVY TOUG. ZUVOALKA, TO TPOYPOUUO QTIOCKOTIEL OTNn
Slopdpdwon oTeEAEXWVY LKAVWY VA YEPUPWVOUV TEXVOAOYLKEG, KOVOVIOTIKEG KOl SLOLKNTLKES
OMALTAOEL;, CUMBAAAOVTOG OUCLOOTIKA otn Buwolun kat acdaln Asitoupyia cUyxpovwv

OPYOAVICHWV.

3. KATHIOPIEZ YNOWH®IQN NOY rNNONTAI AEKTOI ZTO
NMPOrPAMMA - TPOMNOZ ENTA=HZ

Altnon CUUUETOXNG LImopoUV va uTtoBaAAouy:

» anddoirol Navermotnpiov/TEl tng nuedanig kat tng aAAodarig

» anodowtol AsutepoPaduiag Ekmaibevong pe ocuvadry oTO OVTIKEIMEVO EPYACLAKN
guneLpia.

El8ikOTEPQ, TO MPOYPapUO orteuBUVETAL OFE:

o oteAéxn kuPepvoaoddielag, CISOs, Compliance Officers, Risk Managers, Internal
Auditors, Security Officers,

e 0t SLOKNTIKA KOL ETIXELPNOLOKA OTEAEXN TIOU CUUHETEXOUV otn AN otpatnylkwy
anopAcewv Kal otn dLaxelplon opyavwaolakwy Kvduvwy,

e 0ot enayyelpatieg and tov TPAME(KO, AOPOALOTIKO, BLOUNXOVIKO KAl TEXVOAOYLKO
TOMEQ,

® 0t OTEAEXN OPYAVIOUWY KOWNG WdEAELAG,

e 0ot epyalOpevoug otov SNUOCLO TOPEQ KOl Ot PUBULIOLEVOUC OPYQVLOMOUG TIOU

kaAouvtal va edapudcoUV KAVOVLIOTIKA TAaioLa Kot TpoTuma acdAAELAGC.

H aitnon cuppetoyng umtoBAAAetal NAEKTPOVLIKA, LECW TNG LoTooeALSaC:

https://elearningekpa.gr/

4. NPOANAITOYMENA

Ta IPOATALTOUEVA YLa TNV TTAPOKOAOUBN o Tou MPoypAUaTog armd Toug EKMALSEUOHEVOUC Elval:
» [pdoBaon oto Aladiktuo
» Katoyn npoowrikol e-mail

P BOOLKEG YVWOELG XELPLOKOU NAEKTPOVLKWVY UTIOAOYLOTWY



5. TPONOZ AIEZAINQIrHZ TOY NPOrPAMMATOZ

H Stbaokahio ota mpoypAppata €€ OMOOTACEWS EMAYYEAUATIKNG EMUOPPWONG Kol KATAPTLONG TOU
Kévtpou Empodpowong kat A Biou MaBnong tou EKMNA Se€ayetal péow tou Sladiktuou,
TPOOHEPOVTAG OTOV eKMALOEUOMEVO «auTovouia», SnAadn duvatotnta UEAETNG aveCaPTATWS
TIEPLOPLOTIKWV TIOPAYOVTWY, OTIWGE N UTIOXPEWON TNG GUGCLKAC TOU TTIOPOUGILAC OE CUYKEKPLUEVO XWPO
Ka xpovo.

To eKIMAUSEUTIKO UALKO TOU TIPOYPAUUOTOG SlatiBeTal otadlakd, ava SI6aKTIKr evotnTa, LECW ELOIKA
SlapoppwuEVWY NAEKTPOVIKWY TAfewv. Katd tnv e€€AEN KAOEs BePATIKAG EVOTNTAG AVAPTWVTOL O
OXeTIKO link oL amapaitnteg yia tv opoAn Ste€aywyr) TG ekMASEUTIKAG SLabIKaolog avaKoWWOELG.
O exmatbeudpevog, adol 0AOKANPWOEL T UEAETN TNG EKAOTOTE SISAKTIKAG EVOTNTOG, KaAsital va
UTTOBAAEL NAEKTPOVLKA, TO AVTIOTOLXO TEOT alLloAOYNOoNG. Ta TeOT pnopel va mepAaBAVOUV EPWTNOELG
avtiotoixiong opbwv amavtioewv, MOAar\i¢ emhoyng, aAnBolc/Peudolc diAlwong, i upload,
OTIOU 0 eKMALOEVOEVOG Bal TTPETEL VAL SLATUTIWOEL KAlL VAL EMLOUVAEL TNV QAVTNon Tou. H Bepatikn
€VOTNTA UMOpPEL VO cUVOSEUETAL Ao TeEAKH epyacia, n omoia StatiBetal Katd TtV oAOKApwWaon g
Bepatikng evotntog (epdoov to amartet n ¢puon NG BepaTIKAG EvoTNTAG) KAl adopd To GUVOAO TG
Sidaktéag UANG.

MoapdAAnAa, tapéxetal TANPNG EKTOUSEVTIKA UTtooTAPLEN Se80UEVOU OTL O EKITAUSEUOUEVOC UTOPEL
vo. oreuBuveTal NAEKTPOVIKA (yla To SlAoTnUo TIou SLOPKEL TO EKAOTOTE PABNUO) OTOV OPLOEVO
EKTTIAUOEUTH TOU, HEOW EVOWHOTWHEVOU 0TNV TAXTPOPHA NAEKTPOVIKOU GUOTHUOTOC EMIKOWWVIOG,
yLOL TNV APEON ETHAUGCHN QITOPLWY OXETIIOUEVWV LE TIG OEUATIKEG EVOTNTEG KAL TIC 0LOKNOELG aLoAOYnong

1 TNV TeAKN) Epyaoia.

6. TPONOZ ESETAZHZ KAl BAOMOAOIHZHZ

Ye KABe SLOAKTIKA evotnNTa O eKkMadevOUeVog Ba Tipémel va emAUEL Kal va UTIOBAAAEL
NAEKTPOVIKA TO OVTIOTOL(O TEOT, THPWVTOG TO Xpovodlaypappo mou €xel dobesl amd tov
ekmaldeuth tou. H kAipaka Babuoioyiag kupaivetal amnod 0 €éwg 100%. uvoAikd, n Babuoloyia
KABe BePaTIKNG EVOTNTOC TIPOKUTITEL KOTA TO 60% oo TIG AoKNOEL aloAdynong Kal Katd To
umolouo 40% amod tnv TeAK epyoaocia, n omoia eKMOVE(TAL OTO TEAOG TOU OUYKEKPLUEVOU
pobnuatog kal epooov To analtel n ¢uon avtou.

H xopriynon tou Motonowntikol EmMipopdpwong mpayuatomnoleital, 0tav o eKmaldeuOUeVog
AdBeL og OAa ta pobnuata Babud peyahiutepo 1 (oo tou 50%. I mepiMTwWon mou n GUVOALKA

BaBpoloyia evog 1 meplocoTépwy Habnuatwy dev Eemepvd To 50%, 0 eKMALSEUOUEVOC EXEL TN



Suvatotnta emavet£Taong TwWV HOONUATWY QUTWV UETA TNV OAOKANPWON TNG EKMOLSEUTLKAG
Sladikaoiag tou mpoypdppatog. H Babuoloyio mou Ba ocuykevipwosl katd tn Sladikooia
EMAVELETAONG TOU €lval KOL N OPLOTIKA Yl Ta €V AOYW HaBnpata, Ye thv mpolmnobeon OTL
EeMepPVA eKELVN TIOU CUYKEVTPWOE KOTA TNV KOVOVIKI SLAPKELD TNG EKTIALOEVTIKAG Sadikaaoiag.

Ye Slodopetikn nepimtwon dlatnpeital n apxikn Babuoioyia.

7. AOINEZ YNOXPEQZEIZ EKNAIAEYOMENQN - NPOYNOGEZEIZ
XOPHIHZHZ NIZTONOIHTIKOY

Mépa and tnv emtux OAOKARPWON TOU TIPOYPALUOTOG YLa TN Xoprynon tou MNiotonotntikou
amatrovuvral ta £€AC:

P Juppetoxn Tou ekroudevopevou otn Stadkaoio AstypatoAnrtikou EAEyyou Tautomoinong

H Sladkaoio AstypatoAnrtikol EAEyyou Tautomoinong Ekmaudeudpevou otoxeVel ot Stacdalion the
TIOLOTNTOLC TWV TTIOPEXOUEVWV EKTIAUSEVUTIKWV UTINPECLWV. ZUYKEKPLUEVA, EE0UCLOSOTNEVO GTEAEXOG TOU
Kévtpou Emuopdwong kat Ala Biou MaBnong tou EKMA, emikowwvel TNAsdwVIKWE e éval Tuxaio
Selypol eEKMaUSEUOUEVWY, TIPOKELUEVOU VOl SLTLIOTWOEL EAV CUUETEOV OTLG EKTTALOEUTIKES SLadIKaoleg
TOU TIPOYPAUUOTOC, £AV QVIWETWIOAV TIPOPARUOTO O OXEon ME TO eKMASEUTIKO UAIKO, TNV
ETUKOWVWVIA LE TOV OPLOHEVO EKTTOUOEUTH TOUG, KABWCE KO e TN YeVIKOTEPN pabnaotakn dadikaocio. H
TNAePwVIKN emiKowwvio Sledyetal pe TNV OAOKAPWON TOU EKACTOTE TIPOYPAMLOTOG, EVW N HEON
XPOVLKH] SLAPKELA TNG CUYKEKPLUEVNG Sladikaoiag eivat epimou 2-3 Aemtd.

J€ TEPUTTIWON KN CUMUETOXAG Tou ekmatbeudpevou oth Stabikaoio AstypoatoAnriikol EAgyxou
Tautonoinong, epocov KANBeL, 1 un Tautonoinong tou katd tn de€aywyn g, dev xopnyeital to
TUOTOTOLNTIKO OTIOUSWY, OKOUOL KAL AV €XEL OAOKANPWOEL ETUTUXWG TNV €€ AMOOTACEWS EKMALSEUTIKNA

Sladkaoia.

»  Jupuetoxn Tou eknaldsuopevou ot Stadikacio AstypatoAnmrikol EALyyxou Eyypddwv

O SelypatoAnTTtikog €Aeyxog eyypadwv Slachalilel TNV yKUPOTNTA TWV OTOLXELWY TToU EXEL SNAWOEL O
EKTTOULSEVOEVOG OTNV OUTNON CUKETOXNG TOU OTo MPoypopLa Kat BAoEL Twv omolwv £xeL aflohoynBel kat
€YKPLOEL N ATNON CUMUETOXNG TOU OE QUTO.

Katd t SLdpKeLaL 1) LETA TO TIEPAG TOU TIPOYPAULOTOG, TIPOYOTOTIOLEITOL SELYUOTOANTTIKOG EAEYXOC
gyypadwv amnod tn Mpapporeio. O exmaldevopevog Ba Tpenel va eival os B€on va TPOOKOpIoEL Ta
omapaitnta SIKALOAOYNTIKA TOL OTIOLOL TILOTOTIOLOUV TOL OTOLKEL TTOU £XEL SNAWGEL OTNV QUTNON CUKETOXNG
(Avtiypado Mruyiou, Avtiypado ArnoAutriplou Aukeiou, BeBaiwon Epyactakng Epmelplac, N'vwon Zévwv

Mwoowv K.T.A.).



Y€ TIEPUTTWON N CUUETOXIG TOU eKMALSEUOEVOU oth Sladikaoio AstypatoAnrttikol EAEyyou Eyypadwy,
epdoov KANBei, N un VTMAPENG TWV SIKALOAOYNTIKWY QUTWY, SEV Xophyeltal To ToTomolnTikd otoudwy,

OKOUAL KoL AV £XEL OAOKANPWOEL ETITUXWG TNV €€ OMOCTACEWG EKMALSEUTIKY Stadikaoia.

» AnonmAnpwun TOU GUVOAOU TwV SI8AKTPWV

O exmatbeudeVog Ba TIPETIEL VAL NV EXEL OLKOVOULKNG GUOEWG EKKPEUOTNTEG. € TEPLUTTWON TIOU
UTTAPXOUV TETOLEC, TO TILOTOTOLNTIKO oroudwv Slatnpeital oto apxeio tng Mpappateiag, HEXpL TNV

EVNUEPWON TNG yLaL TN SLEVBETNON TG EKKPEUOTNTAG.

AvaAuTikr) teplypadrn Twv nNapandvw undpxet otov Kavoviopo Inouvdwv:

https://elearningekpa.gr/regulation

8. ZYITPAQEIZ TOY EKNAIAEYTIKOY YAIKOY

Ol ouyypadeic Tou ekmaldeutikoU UALKOU eival péAn AEN tou EBvikoU kot Kamodiotplakol
Mavemnotnuiov ABNvVwv 1 Kat el8LIKoL EUMELPOYVWHOVEG He WoLaitepn ouyypadikn katagiwan, ot

omolol Katéxouv MOAU Baclkd pOAO otV UAOTIOLNGN TOU TPOYPAMULLOTOG.

9. NQZ AIAMOPOQNETAI H YAH TOY NPOPAMMATOZ

To TPOYpPAUUA EMOYYEALATIKNG EMIUOpPWONG KoL KATAPTLong mMeplAapBdavel 3 OgMATIKEG

evotnteG (Labnpata).
NEPITPAOH MAGHMATQN
MaBnua - AtakuBEpvnon kat Ztpatnyky KuBepvoaodaAelag
(Governance & Security Strategy)

Awsaktik) Evotnta 1: Baowég Apxeg GRC, PoAou CISO ko Compliance Officer,
Emixeipnotakn ZUvéxeLla

Awdaktiky Evotnta 2: Movtéla AoddAeiag kat Awaxeipiong Kwvduvou (NIST,
COBIT, 1SO31000, FAIR)

Awsaktiki Evotnta 3: MoAttikég kaw MAaiowa EAéyxou Aodaleiag, KPIs kot Audit
Readiness

Awsaktiki Evotnta 4: Business Continuity, Incident Response kot Reporting



MaBnua - Kavoviotika MAaiota, NopoBeoia kat Mpotuma
Juppopdpwonc (Regulatory Compliance & Standards)

Awdaktikr) Evotnta 1: Nopkd ko Kavoviotikd NMAaioto GRC— Apxég, Opyaviopoi ko
NopoBeoieg

Awdaktikr) Evotnta 2: Zuotipata Awaxeipiong kai Mpotuna ISO

Awsaktikiy Evotnra 3: Awaxeipion Zuppopdwong, Aradkaoieg EAéyxou ko Avadopég
Kwéuvou (Audit & Control Frameworks)

Awdaktikr) Evotnta 4: Etaupikiy KouAtoupa, Hysoia ko Ethical Compliance

MaBnpa - Awoxeipion kat EAeyxoc Kivduvwv (Risk & Control
Management)

Awsaktikn Evotnra 1: MAaiowa ko MeBodoloyieg Awaxeipiong Kivéuvou (COSO
ERM, ISO 31000)

Awdaktikr) Evotnta 2: A§loAdynon Antethwv kou Threat Intelligence
Awdaktikr) Evotnta 3: Metrics, Reporting ko Continuous Monitoring

Awsaktiki Evotnta 4: Ano tn Awoyeipion Kivduvou otnv Opyavwotokr) AVOEKTIKOTN T



